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Disclaimer



… but I’m not your 
lawyer

If this were legal advice, it 
would be followed by a bill.

I am a lawyer…
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Definitions
• Artificial Intelligence

• The field of study that 
gives computers the ability 
to learn without being 
explicitly programmed.

• Robotics

• Robotic Process 
Automation ('RPA') is the 
technology that allows 
anyone today to configure 
computer software, or a 
“robot” to emulate and 
integrate the actions of a 
human interacting within 
digital systems to execute a 
business process.



Definitions
• Law

• The regulation of actions (by an authority) between individuals within a 
jurisdiction



Background



http://robots.law.miami.edu/wp-content/uploads/2012/01/Hall-MachineAgencyLong.pdf



https://www.aitrends.com/ai-world-government/digital-assistants-transforming-public-service/
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https://www.esds.co.in/artificial-intelligence



http://illinoisjltp.com/journal/wp-content/uploads/2013/10/Chopra.pdf



Some Caselaw

• United States v. Athlone Indus., Inc., 746 F.2d 977, id. at 
979 (3d Cir. 1984) (stated that “robots cannot be sued” 
and discussed instead how the manufacturer of a 
defective robotic pitching machine is liable for civil 
penalties for the machine's defects.)

• Taylor v. State, 93 S.W.3d 487 (Tex. App. 2002) (About 
Tex.R. Evil. 801(a); “computer-generated information, 
whether on a display or paper, is simply not hearsay 
because it falls outside the strict language of the rule”  )



Some Caselaw
• American Library Ass'n, Inc. v. United States, 201 F. Supp. 2d 

401 (E.D. Pa. 2002) (“Notwithstanding their ‘artificial 
intelligence’ description, automated text classification 
systems are unable to grasp many distinctions between 
types of content that would be obvious to a human.”)

• Go2Net, Inc. v. CI Host, Inc., 60 P.3d 1245 (Wash. Ct. App. 
2003) (Defendant refused payment of royalty because an 
AI agent got the “impression” instead of a human.  Court 
held that AI agent’s impression was not excluded in the 
contract, so the Plaintiff won.)



Some Caselaw

• In re Ashley Madison Customer Data Sec. Breach Litig., 
148 F. Supp. 3d 1378, 1380 (JPML 2015) (Use of a 
computer program to simulate human interaction 
could give rise to liability for fraud.)

• United States v. James Hill, III, 18-4660 (4th Cir. 
2019) (Defendant argued that AI wasn't harmed, 
so his act couldn’t fall under the commerce clause)



Some Caselaw
• Hendricks v. United States, 18-1063 (Fed. Cl. 2018) (“the 

Government would not respond to information concerning a 
breach of top secret information by an artificial intelligence 
computer system, i.e. 'consolidated Eagles Wrath’”)

• National Security Counselors v. Central Intelligence Agency, Civil 
Action No. 2011-0443 (D.D.C. 2013) (“Finally, the plaintiff 
argues that ‘[a]ny CIA professional who was familiar with the 
subject area of the request (computer science or, more 
specifically, artificial intelligence) would be able to easily 
determine which [CIA] components were likely to have 
responsive records.’”)



Use Cases for 
AI and Robotics



https://medium.com/@Brian.johnson_62680/artificial-intelligence-ai-top-
use-cases-and-technologies-used-today-3c22e1a63e78



https://clause.io









https://www.coindesk.com/succeed-as-decentralized-
autonomous-organization



Forensics 
of AI & Robots



Forensics and AI/Robots
• AI might be classified as a 

“custodian” because it created 
the work under the Copyright 
& Patent Acts

• “The robot ate my homework” 
might have to be proven (or 
disproven)

• Some types of AI can “morph” 
so preservation of an instance 
of AI may be vital



Forensics and AI/Robots
• Examination of AI may be 

hampered by lack of source 
code or method of modeling

• You may be called to verify 
that the robot performed “this 
or that act” (or not)

• Forensic preservation and 
examination of a robotic 
system, including external 
processors/devices



• You may be called upon to 
forensically examine a neural 
network

• Neural networks come in a 
wide variety of types and 
“layers”

• You may also have to 
review the data used to 
train the neural network

• You may be called upon to 
forensically examine the 
evolution of a product from a 
genetic algorithm



Integration with 
your tools



AI in Forensics Tools

• Can be used to automate standard 
tasks and gain competitive advantage 

• Can be used to (further) blur the line 
between forensics and e-discovery

• Broaden services to capture 
additional income

• Most AI tools are free and can be 
incorporated into company systems 
without royalties or permission



AI in Forensics Tools

• Generate your own AI tools using 
open source libraries

• Can create models to detect 
certain evidence in large 
datasets

• Sexual harassment

• Trade secret misappropriation

• etc.



AI in Forensics Tools
• Provide a service to your client to use 

AI to detect illicit activity pre-
performance or during-performance 
and triggering preservation of 
relevant evidence

• Use a separate set of logs

• Trigger email notifications

• Determine what should be 
preserved

• Make copy if custodian attempts to 
delete possibly-responsive data



https://abovethelaw.com/2019/01/judge-penalizes-lawyers-for-not-using-artificial-intelligence/







https://www.digitalforensics.com/blog/machine-learning-in-cybersecurity/







Questions?

Ronald L. Chichester
713-302-1679
ron@texascomputerlaw.com

mailto:ron@texascomputerlaw.com

