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Overview

• How They Track You

• Why Tracking Matters

• Big Data in Action

• What You Can Do
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The Top 10 Big Data (2013)

• IBM - $1.39B

• HP - $869M

• Dell - $652M

• SAP - $545M

• Teradata - $518M

• Oracle - $491M

• SAS Institute - $480 M

• Palantir - $418M

• Accenture - $415M

• PWC - $312M
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How They Track You
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How They Track You

• Cookies

• Flash Cookies (LSO’s)

• Social Media

• IP Address

• Browser Parameters

• Javascript
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How They Track You

• Tracking Algorithms

• Google Search

• EdgeRank (Facebook)

• Beacon (Facebook)

• Google Buzz
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How They Track You 

• Their own website

• Reverse DNS

• Your Browser Data

• Open Source Tools (Apache 
Spark & Storm, H20, others)
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Why Tracking Matters

• Most pre-filing “discovery” is performed on the 
Internet

• Usually review the opponents website for 
information

• Obtain the information before the opponent 
removes it

• Normally thought to be “benign”
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A Few Words About 
Big Data
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Big Data...
• Is always watching you

• Doesn’t allow opt out

• Won’t “Do Not Track”

• Knows your secrets

• Doesn’t ask for your 
name...

• ... but will figure it out

• Controls who sees which 
deals and discounts

• Is tracking your 
smartphone too

• Might have wrong info 
(but no way to fix it)
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What You Can Do

Thursday, December 3, 2015



Buy the data about the 
other guy

Thursday, December 3, 2015



Thursday, December 3, 2015



Thursday, December 3, 2015



Thursday, December 3, 2015



Try to prevent the 
other guy from 

knowing about you
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Try to prevent the 
other guy from 

knowing about you

(So as not to violate DR 1.05)
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What You Can Do

• Learn what your 
browser is telling them

• Introduce a cookie 
policy

• Use privacy add-ons

• Google Fix

• Ghostery
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What You Can Do

• Use Multiple Browsers

• Google for Gmail

• (Hardened) Firefox 
for general use

• Low powered 
browser with no 
cookies / Javascript
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What You Can Do

• Tape Over webcam

• Clear Browser History 
After Every Use

• (Re)Review Privacy 
Policies and Settings

• Remove/Impede Flash 
Cookies (LSO)
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What You Can Do

• Microsoft introduced 
user tracking “features” 
in Windows 8

• Windows 10 takes user 
tracking to a new level 

• Similar to cell phone 
tracking
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Questions?
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Ronald L. Chichester

713.302.1679

Ron@TexasComputerLaw.com
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