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Overview

® How They Track You
® Why Tracking Matters
® Big Data in Action

® WhatYou Can Do
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The Top 10 Big Data (201 3)

e |[BM-$1.39B ® Oracle - $49IM

e HP - $869M ® SAS Institute - $480 M
® Dell - $652M ® Palantir - $418M

e SAP - $545M ® Accenture - $415M

® TJeradata - $518M e PWC-$%$3I2M
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How T'hey Irack You




How T'hey Irack You

® Cookies

® Flash Cookies (LSO’s) towerd@ta
® Social Media ac X I m

® |P Address
{3 UNBOUND
® Browser Parameters \:-;.:?)

Leader in Social Network Intelligence

® Javascript
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Testing Models of Consumer Search Using Data on Web
Browsing and Purchasing Behavior

By BABUR DE LOS SANTOS, ALI HORTACSU, AND MATTHLIS R.
WILDENBEEST"

FORTHCOMING IN THE AMERICAN ECONOMIC REVIEW

Using a large data set on web browsing and purchasing behavior
we test to what extent consumers are searching in accordance to
various classical search models. We find that the benchmark model
of sequential search with an a priori known distribution of prices
can be rejected based on both the recall patterns we observe in the
data as well as the absence of dependence of search decisions on
observed prices. Qur findings suggest that fized sample size search
provides a more accurate description of observed consumer search
behavior. We then utilize the fized sample size search model to es-
timate demand elasticities of online book stores in an environment
where consumers’ store preferences are heterogeneous.

JEL: D43, D83, L13
Keywords: consumer search, electronic commerce, consumer be-
havior

Thursday, December 3, 2015



obs in San Francisco, CA on CareerBuilder.com - Iceape
ew Go Bookmarks Tools Windc

ow Hep

| |\, Search |

\ w)) S \) &Y | nttpmwww.careerbulder.com

4 Home o0 Bookmarks o /. [JNews JRefs ) JIMeep IPHD Tncks [People

Acal Berry Side Effects? San francisco Res
da S63H Parnt. Tene!

2P/

buildercen

Ny CareorButider Find Jobs lob Recommendatons Post Resumes Job Ak

Search Agan Advanced Seasch

Keywords: Locaton: Posted witherc

|

Narrow Search
Category: Company.

Show me: ! Relevant jobs fu st

Search Results

Thursday, December 3, 2015

YProjects [JEFF TOSF (Mel

siderns:

&) Untrusted

S Forbid www.careerbuilder.cormn

.
114
IS




How T'hey Irack You

® Tracking Algorithms

Delivery Vehicles

® Google Search
® EdgeRank (Facebook)
® Beacon (Facebook)

® Google Buzz
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How T'hey Irack You

® [heir own website
® Reverse DNS
® Your Browser Data

® Open Source Tools (Apache
Spark & Storm, H20, others)




Why Iracking Matters

® Most pre-filing “discovery” is performed on the
Internet

® Usually review the opponents website for
information

® Obtain the information before the opponent
removes it

® Normally thought to be “benign”




A Few Words About
Big Data




Big Data...

® |s always watching you ® .. but will figure it out

® Doesn’t allow opt out ® Controls who sees which
deals and discounts

® Won't “Do Not Track™
® |s tracking your

® Knows your secrets smartphone too
® Doesn’t ask for your ® Might have wrong info
name... (but no way to fix it)
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What You Can Do




Buy the data about the
other guy




www.bigdataexchange.com

Visited ~

EBDEX o

CP I td

. |

More data about more &nsumer thaniany . other data

Buy Data

Learn more about your audience. Purchase the only
real-time data in the industry with the most advanced
tool set anywhere across over 3000 data segments.
The only place where you can combine multiple data
points and time segments. The most precise targeting

possible.
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DATA SCORING

The Bevolutionary New Data E» cha

v

Sell Data

Take control of your own data. Utilizing BDEX's unique
real-time tool set your valuable data will flow to our Ex-
change in real-time, where you set all your own pric-
ing. Monetize your data like never before and you

keep all the profits.
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Data Scoring

The industry’s first quantitative and impartial scoring of

all data transacted. Every piece of data sold in the Ex-
change is scored based on the value it provided to the
buyer and cross-referenced with the relative industry.

Visit the Data Scoring Page to learn how you can take

advantage of this incredible option.
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Iry to prevent the
other guy from
knowing about you




Iry to prevent the
other guy from
knowing about you

(So as not to violate DR 1.05)




What You Can Do

Q efftestyourt> ) v B @

&8s () uH [} Nipper

® |earn what your
browser is telling them

A research project of the Electronic Frontier Foundation

Panepticlick

and Trackable — Is Your Bro

® |[ntroduce a cookie
PO I iC)’ Is your browser configuration rare or unique? If so, web

sites may be able to track you, even if you limit or
disable cookies.

How Unique

Panopticlick tests your browser to see how unique it is
o based on the information it will share with sites it
. Use Prlvacy add—ons visits. Click below and you will be given a uniqueness
score, letting you see how easily identifiable you might
be as you surf the web.

Only anonymous data will be collected by this site.

® Google Fix

. G h OSte ry A paper reporting the statistical results of this

experiment is now available: How Unique Is Your
Browser?, Proceedings of the Privacy Enhancing
Technologies Symposium (PETS 2010), Springer Lecture
Notes in Computer Science.
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What You Can Do

® Use Multiple Browsers
® Google for Gmail

® (Hardened) Firefox
for general use

® |ow powered
browser with no
cookies / Javascript
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What You Can Do

® Tape Over webcam

® Clear Browser History
After Every Use

® (Re)Review Privacy
Policies and Settings

® Remove/lImpede Flash
Cookies (LSO)
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What You Can Do

® Microsoft introduced
user tracking “features”

in Windows 8

® Windows |0 takes user
tracking to a new level

® Similar to cell phone
tracking
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mN et Q CLOUD CXO HARDWARE  WINDOWS 10 10T INNOVATION MOBILITY MORE

MUST READ MORE HANDS-ON WITH THE RASPBERRY Pl ZERO: LOADING, BOOTING AND CONFIGURING

Want Windows 10 to stop tracking you? Now

there's an app for that

The open-source app is available to download for free.

a By Zack Whittaker for Zero Day | August 4, 2015 -- 19:43 GMT (12:43 PDT) | Topic: Security
¢
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How to stop Windows 10’s prying eyes

By Samit Sarkar on Jul 31, 2015 at 12:30p @SamitSarkar
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By Ben Kuchera

Bridging the
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Questions!




Ronald L. Chichester

713.302.1679

Ron@ TexasComputerLaw.com




