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Overview

x \What is an Artificial Agent’?
x How does it work??
x \What are the risks’

x Examples

® CGonclusions




What is an Artificial Agent?

x An software application that incorporates Artificial Intelligence (“Al”)
x \What Al Is not...

x Standard algorithmic software

x Human
x \What Al Is...

x Symbolic processing of information

x Non-algonthmic processing of iInformation

x  Agents work autonomously once taught and instantiated



History of Artificial Intelligence

x 1940 - Conception by Shannon, Turng, Wheeler...
x 1960 - The Turing lest

x 1960 - Al established as a research field

x 1970 - First commercialization

x 1980 - Artificial Neural- Networks

x 1990 - Intelligent Artificial Agents
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Automation, employment and a legal theory
for 'autonomous artificial agents'

P Download audio D show transcript

Sunday 20 July 2014 11:30AM (view full episode) Sunday 10.30am
Repeated: Friday 7.30pm

As the intelligence of machines and Presented by Antony |

programs continues to grow, so to do their

job prospects. Researchers at Oxford

University, predict that around 47 percent

of all employment in the US is now at ‘high

risk’ of automation within the next decade

Oor SoO.

The big question, of course, is what are the
Skllls that Wlll keep human'beings gamfuuy IMAGE: (GETTY IMAGES, PHOTOGRAPHER: NIKOLAEVICH)
employed? And philosopher Samir Chopra

talks with us about the need to develop a legal theory of ‘autonomous artificial agents’. It’s

all about keeping robots within the law and making them legally accountable.
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AN Example

x Expert System
x Knowledge Base
x Comes from a human: expert
® [nference Engine
x Comes from a software vendor
® |nstantiator

x (aka the Host)



Another Example

x (Genetic Algorithms
® [he universal approximator
x Needs an goal (defined: by a human, typically)
x \Vay to define the desired result
x An Initial population
x Can run autonomously, but best with intervention

x Fach element/step can constitute intellectual property



Yet Another Example

x Neural Networks

® Mimics synopses in human orains

x Enables learning

x Bequires a network architect
x Requires teaching (by one or more entities)

x Requires a host for instantiation



Final Example

x DeepQA (by IBM)
x [he power behind Watson
x Natural language processing
x Once initially taught how to learn, it can teach itself
® |nstances of Watson sold commercially

x High-priced knowledge jobs (lawyers, doctors...)



Applications

x Driverless cars

x Stock brokers

x Alrcraft pilots

® Purchasing agents
x Personal assistants

® \lechanisms to shift risk away from the owner
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What are the risks?

x Bad programming
» Flawed teaching
x Malevolent humans

x Employees

® Hackers

x Customers



Risk wWill Increase as artiticlal
agents displace human WOorkers



How Do We Control the
Artificial Agent’?
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Normal mechanisms work to
establish the ability to control

x \Warranties & service level agreements

x [ndemnification

x Modified |IP clauses in employment agreements
x | icense

x Purchase



But they must all be (or have been)
N place before you use the Al.
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Absent a prior written

agreement, the entities split
evenly



A Few Potential sSnhags

Patents, Copyrights (and even frademarks)
Federal Law of Agency
Evolving state contract laws

Fiduciary duties

his area of the law is /1ot settled
x one set of rules for artificial personhood
® gnother set of rules for computer algorithms

x  Controls for each differ



A Few Potential snags

x \Vhile the law remains unsettled...
x  Annual review: of the control scheme Is essential

x And that includes issues of ownership
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S thelr ability to shirt
responsipility



Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Yy vy

E 2 B & & & B ' F 4

Rehen \ vy Y9Ny
:444¢J¢uﬂ.ﬂﬁ.ﬂ. PR SRRRRRRRRRRRARRRRRRRR R AR R
AN Y YT Y Y Y Y Y Y Y YYYYYy Yy Yy

L0000
. T Y Y Y YT YT YT Y Y Y Y Y Y T Y Y Y Y Y Y Y Yy

JJJJ4444,,,,,,,‘,,,,,,,.
TY YT YT YT YT Y Y Y YY Y Y Y Y Y Y . \

AdeJ4444444.........
YT YT Y Y Y Y Y Y Y Y Y Y Y

' A Y Y Y Y Y Y Y Y Yy Yy

T YT Y Y Y Y Y Y Y Y Y YT Y Y Y Y Yy
PARRBRRRRRRRRRRRARRREE
Y YT Y YT Y Y YT Y Y YT Y Y Yy .
e 2220202 RRR R R R R R R ERE R
J T Y Y Y Y Y Y Y Y Y Y Y Y Yy

: PR RRARRR AR AR AR AR RN
T YT YT YT YT Y Y Y Y Y Y Y Y Yy Yy

JJJJ A 2R AR R R R ERERRED
0 4 p 2222222 RERERERE

T YT YT YT Y Y YY1 Ty
JJ/.JJ/;-;-..-. ......
Y Y YT YT Y Y Y Y Y Yy Yy Yy

T YT YT Y Y Y Y Y YYYy Yy

") T YT YT YT Y Y Y Y Y Y Y Y Y Y Yy y \
PR ERERARARRERE
T I IO T YT YT Y Y Y Y Y Yy Yy Yy Yy Yy '

PR ARRRRERRRRRRRR

.JJJ.JJJJd::..«....
PR RRRRRAR AR R AR ALY
T I T YT YT Y Y Y Y Y Yy Yy Yy vy
,./ SRR RRRRRRRRRE

T IIN99YYY TYYYYY Y Y
LR AR RRRERERRR R
YI T Iy .
TYYIYYYY Y \
TY Y Y Y Y Y Y Y Y Y Yy vy vy
TXT I X2 XY YYY Y
TN YT YT YT Y Y Y Y Y Y Y Y Y Y Y
y JJJJJJ.J-«.. .....
4 - -y YYYYNYNYN Y Y Y Y Y
%. LA L 2 AT Y Y Y Y YYY Y Y YT YY)y
LAAAAAAL L L L L L L LAL) \AAAAALALL LR 2 2 N L A A AR L L L LRy ) T2 2279999y Y YWY

L O Oy e O O ) ) YT Y Y Y Yy Yy
e ‘ SRR RRRRRRRRRRRRE

FTYYHYYYY Y9y
YYHYYYYNYYY Y Y

OOOOHWDDDD oocooooo . 4«44;../
(R R 22 o s a AR . } TIYIYIY1YYY

aBeeeseeeNY,
A R R R R R L R B

y

y
'Y Y Y Y Y YYYYYYYYS Y A
ITIIIIIIIYIYIYYYYY e )
....... FYITYTYYYY Y™ LA J ==

5 T
y LA A A A AN
y -

-
.

T T T YT T T YT YYYYYYY
........ ..4.,:,444444449%4‘
....... T I IIIITYTYTIYYTYYY
RARARA AR RERERRRRR RS
,,,,/,41/41/4444JJ JJ
y T Y YYYYN Y TYTYTYTYYYYYN

..... ..4..4444JJJJ‘..

....... vy vy JIJJJJJJJJJ 111} .
y YT YT YTYNYYY Y™
RERRARRRRRRR R R RS Y JJJJJJJJJ 1

....... FYTYTYITYTYYY Y J
...... BREARRARR AR R AR
Y YT Y Y Y Y Y Y Y RRRRRRRRRR LN
' N 'Y Y YYYYHYYS
....... ..,‘4,‘4444JJ4Qb4..
....... YT T ITYITYTYCYOCYTYTYTY
YHYHNHYHYHS JJJJJJJJJJJJJJJ
\ Y Y Y Y Y Y Y Y Y YYYYYYS
....... YT YTYYYYYYYSY
....... ...;14.4444JJ.JJJ
......... YT IRNYYYNYIYY Y)Y ) . $
,.,,..,.,44,44444444444f TXLYIY)Y
........ Y YT YT Y Y YYYYYYYYYSYS NYY » TIYYYY
.......... YT YYYYYSY b | ) B
PR NNYY Y Y YS9 Yy NNNS 44,4J,4AJJJJJJJJJJJJJJJJJJJJJJJ JJ JJJJJJ JJJJJJJJJJJJJJJ,; Y
Y Y Y Y T Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YN Yy RRRRRRRARRRRRR
.......... YT YT T YT YT YTYTYYY Y Y > | JJ 1 9 ' JJJJJJJJJJJJttcaa.
....... 1Y Y T T Y Y Y Y Y Y YYYYYYYYYYYS PRRRRRARRRRRARRARARRAAAN
......... T T YT YT YT YT YT YT YT Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Yy Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YY Y YYYYY Y



4J4.4444444-. .......
YT Y YT Y Y Y Y Y Y Y Y YYYTYYYY Y Y

Y R R AR RN NER NN Y YN
SRR RRRRRR R R R ERRRE

PRS2 00 RRRRRRRRRRRRRR
RARRRRRARRRRRRRARARRRRRRE

‘ ,JJJJ144144444/,4.,, . 'y
» JJJJI.:(:t.; ......

) YT YT YT Y Y Y Y Y Y Y Y Y Yy
“. 1YY Y YT YT YT YT YT Y Y Y Y Yy Yy v vy

oo R R R ARARRARE

4.444,444..,, ,,,,,
fﬁﬂ 2R R R R EERERERE

T I I I I Y I I I Y I YT YTYTYTYYNOYTY

AT Y Y Y YTy Y Y Y YY Y Y Yy Yy vy

fJJJJJlezJa;aaa,.,,
TY YT I Y Yy Y Y YYYYYTY

T YT Y Y YT Y Y Y YT YYYY Y Yy

fJJJJJJJJ,... .....

TIYXT YT N Y Y Y Y YYY WYY

Jf. ﬁa YT YYYY Y Y Y Yy Y

JmeJJJ,.,.....
JJJJJt.,....

-
P

2R RRRRRRRR
TI I T YT Y Y Y Y Y Yy

TYYY9 9 9 Y Y Y Y Y
TYYYYYYY Y
T YY1V YY

JﬂhJJJJJJJ...
JJJJJ;c....
AR RRRRRN

.
.
Ped

v
3

v

.
.

s

e
>

FYYITYITIYIYOYYYY
YT YYIYIYYYYS

YT YTIIYYYYYY
1Y YYYYYYYYY Y
Y YT YYYYYYYS Y

Y Y YT YYYYYYYYS

YT YT YT I YIYYYY Y

Y Y I I YTYTYIYYYYYYH
,.....-444444JJ
....... Y YYYYNYYYY

,,441‘444J4444J
Y YT YN YYYYYYSSS QQJ

,,,,, YT T YT Y YT YYYYYYYS
....... Y Y NYNYYYYYYS

.............

.......
.......

.........

,,mm...........,,,,J‘JJJﬂﬂf. \

...... .....;..JJJJJJJJJJJJJJJf
e RS Y



The control must dovetall
with the direction of liability
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Because a control can pe
evidence suggesting the
acceptance ot llability
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Lenz v. Universal

U.S. Circuit Court of Appeals for the 9th Circuit
(September, 2015)



Lenz v. Universal

x Universal’s software trolled Youlube looking for
iInfringement of copyrighted material

x [he software found a video that had (in the
background) a song from Prince

x Software automatically sent a takedown notice to
YoulTube

n Plaintiff alleged software did not consider fair use



*...the iImplementation of computer
algorithms appears to be a valid and
good faith middle grounda for
processing a plethora of content while
still meeting the DMCA's reguirements
{0 somenhow consider fair use.”



Rellance on the computer
orogram -- without human
intervention -- was enough
for potential lability for
Universal
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#1- Artificial agents as tools

® Agents are mere tools of thelr operators; or
® \ere means of communication

® All actions of the artificial-agent are attributed
fo the operator

x Not attributed to the host or programmer



#1- Artificial agents as tools

® Agents are mere tools of thelr operators; or
® \ere means of communication

® All actions of the artificial-agent are attributed
fo the operator

x Not attributed to the host or programmer



#2 - Unilateral Offer Doctrine

x Contract offered to anyone in the world

x Offer accepted by the acceptor's conduct that was
stipulated in the contract

x "By using this wepsite, you agree...”

x \What happens when the artificial agent can craft the
offer and the terms of the contract?

x Only invalid if agent acting erratically or unreasonably

x Potential liability depends upon the design of the agent



#3 - Contractual Intention

x Formal title: "Objective Theory of Gontractual Intention’

x A contract is an obligation attached by the force of law
to certain acts of the parties which-accompany and
represent a known intent

® A party’s assent is not necessary

x Manifestation of intent (seen against a reasonable
standard) is enough

x | put my agent on the cloud so that it could act as
My purchasing agent ... and it so acted”



#3 - Contractual Intention

x Broad base for potential-liability for Agent’s actions
x [he person who instantiated it on the cloud
x [ he varlous software vendors
x [he person who taught it

x [he person who diagn’t control it (out should have)



Conclusions

Artificial agents are not all- the same
Different designs may. incur disparate legal treatment
Need to consider legal risks:when choosing an agent

Controls must e tailored to the agent design and the
desired legal-framework
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