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Oh, by the way...



eBook Versions
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Laying a Foundation



Landscape Has 
Changed
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The Current Situation

• Designer worms and malware are prevalent
• Designer botnets already attacking 
• Desktop war is lost (a long time ago)
• Smartphone war is in progress
• Employment trends add to pressure
• Gov’t/Corp. spying adds more pressure



The Current Situation

• Most businesses require Internet access 
for critical operations & e-commerce

• Prevalence of Flame, Stuxnet & progeny 
illustrate inadequacy of corporate and 
government defenses

• Government has concluded that US is 
vulnerable to cyberwarfare



What it Looks Like



Legislative Trends

• To reduce vulnerability, government 
concluded that regulation of the 
Internet was necessary

• Dilemma:  Gov’t doesn’t own the ‘Net
• Solution:  Statutory Regulation
• Result:  Hasn’t Happened!
• Patchwork of Administration Actions



An Example



2011



SEC Disclosure 
Guidelines

http://www.sec.gov/divisions/corpfin/
guidance/cfguidance-topic2.htm



SEC Guidelines

• Affects publicly traded companies
• Must disclose cybersecurity risks...
• ... and cybersecurity incidents...
• ... that investors would consider 

important to an investment decision
• May need to file reports on Form 6-K or 

8-K for costs/consequences of incidents



More Risk

More Enforcement



Another Example:



Another Example:
State

Breach-Notification 
Laws
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FTC v. Cbr Systems Inc.

• 300,000 customer SSN’s and credit card 
information exposed...

• ... via unencrypted backups
• FTC claimed that failure to encrypt the 

backups was “failure to use reasonable 
and appropriate procedures”

• Privacy policy thus deceptive under FTC 
Act (15 U.S.C. § 44)



FTC v. Cbr Systems Inc.

• Company agreed to settle, but had to...
• Establish, implement and maintain a 

“comprehensive security program”
• Designate accountable employees
• Make biennial assessments and 

reports for 20 years by CISSP, CISA or 
GIAC professionals



Another Example



FTC v. Franklin Toyota

• Because Franklin offered financial 
products (like loans and leases), the 
FTC alleged that the dealership was a 
financial institution under the Gramm-
Leach-Bliley Act, 15 U.S.C. § 6809(3)(A)

• Frankin had a privacy policy, but still 
did not provide customers with annual 
privacy notice with clear opt-out ability



FTC v. Franklin Toyota

• P2P file-sharing software was installed 
on Franklin’s computer network

• Approximately 95,000 customer’s SSN’s 
and DLN’s, addresses, DoB’s available

• FTC contended that having P2P file-
sharing on network was evidence of 
lack of “reasonable measures”



FTC v. Franklin Toyota

• Franklin entered into a consent 
agreement with the FTC

• New in-house measures required
• Biennial audits by CISSP, CISA or similar 

professionals
• See also FTC v. Wyndham Worldwide 

Corp., 2:12-cv-01365-SPL (D. Ariz. filed 
June 26, 2012) (Co. violated own policies)



Another 
(really good) 

Example:



Target

• Biggest (known)
Breach in US History

• 110 Million Customers

• Vendor had poor 
security system

• Multi-Billion Exposure

• CEO Resigned



Preliminary 
Conclusions

• Cybersecurity can affect:
• Relations with vendors/contractors/

customers
• The character (and thus the cost and 

value) of the company infrastructure
• Investors
• Law Firms!





Social Media















The Cloud













What a Concept!

• Put all of 
your 
sensitive 
data where 
everyone can 
get at it!



Where there...

•any 
security 
guarantees 
with that 
contract?





Putting it All 
Together



Anatomy of a Hack



Step 1

•Pick 
your 
target



Step 2

•Identify 
In-house 
Counsel 
on Social 
Media



Step 3

•Identify 
Outside 
Counsel 
via Social 
Media



Step 4

•Find IP 
Address of  
Outside 
Law Firm’s 
Cloud 
Resources



Step 5

•Footprinting



Step 5

•Footprinting



Step 5

•Footprinting



Step 6

•Scanning



Vulnerability Scanners

There are more than 250!



Step 7

•Enumeration



Enumeration Tools

• NBTscan

• DumpSec

• Legion

• Nat

• SMBScanner

• NBTDump

• NBTEnum

• Netcat



Assemble Parts

•Need...
•IP Address
•Payload
•Exploit



Step 8

•Pick 
your 
Tool





Step 8

•Point
•Click
•Exploit!



Step 8

•You’re In!



Step 9

•Install 
Back Door



Step 9

•Data 
Mining



Step 9

•Setup 
Conduit 
to Real 
Target



Step 10

•Piggyback 
on Counsel 
Email



Step 11

•Rinse
•Repeat



Yikes!



What to Do?



What to Do?

•Split Web 
Presence



What to Do?

•Encrypt!



What to Do?

• Firewall(s)

• DMZ

• VPN’s

• Intrusion Detection

• Honeypots

• Vulnerability Scanners



Doesn’t That Cost 
Money?!?





But
You Can
Do It!



... ‘cause you have 
to anyway!



An Example



DIY Honeypot





Apps and IP



Law Firm Apps

• Lost of firms do it...

• Show Blog Entires

• Papers

• Marketing

• (Specialized) Legal Notes

• Client Portals!



The Parties

• Framework Owner

• App Creator

• Content Creator

• App Store Owner



It’s All About Control

• Permission from 
Framemaker

• License or Assignment 
from App Creator

• Assignment from 
Content Creator

• Permission from App 
Store (Google/Apple)



Questions?

Ronald L. Chichester, Esq.

Ron@TexasComputerLaw.Com

http://www.TexasComputerLaw.com

713.302.1679


