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THE CURRENT SITUATION

Designer worms and malware are prevalent
Designer botnets already attacking

Desktop war is lost (a long time ago)
Smartphone war is in progress
Employment trends add to pressure

Gov’t/ Corp. spying adds more pressure



THE CURRENT SITUATION

* Most businesses require Internet access
for critical operations & e-commerce

* Prevalence of Flame, Stuxnet & progeny
illustrate inadequacy of corporate and
government defenses

e Government has concluded that US is
vulnerable to cyberwarfare
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LEGISLATIVE TRENDS

To reduce vulnerability, government
concluded that regulation of the
Internet was necessary

Dilemma: Gov’t doesn’t own the ‘Net
Solution: Statutory Regulation
Result: Hasn’t Happened!

Patchwork of Administration Actions









http:/ /www.sec.gov/divisions/ corpfin/
S E C DISCLOSURE guiI()iance/ cfguidince—topicZ.htm :
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SEC GUIDELINES

Afttects publicly traded companies
Must disclose cybersecurity risks...
... and cybersecurity incidents...

.. that investors would consider
important to an investment decision

May need to file reports on Form 6-K or
8-K for costs/consequences of incidents
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FTC v. CBR SYSTEMS INC.

e 300,000 customer SSN’s and credit card
information exposed...

e ...via unencrypted backups

e FTC claimed that failure to encrypt the
backups was “failure to use reasonable
and appropriate procedures”

e Privacy policy thus deceptive under FTC
Act (15 US.C. § 44)



FTC v. CBR SYSTEMS INC.

e Company agreed to settle, but had to...

e Establish, implement and maintain a
“comprehensive security program”

* Designate accountable employees

e Make biennial assessments and

reports for 20 years by CISSP, CISA or
GIAC professionals



ANOTHER EXAMPLE



FTC V. FRANKLIN TOYOTA

* Because Franklin offered financial
products (like loans and leases), the
FTC alleged that the dealership was a

financial institution under the Gramm-
Leach-Bliley Act, 15 U.S.C. § 6809(3)(A)

e Frankin had a privacy policy, but still
did not provide customers with annual
privacy notice with clear opt-out ability



FTC V. FRANKLIN TOYOTA

e P2P file-sharing software was installed
on Franklin’s computer network

 Approximately 95,000 customer’s SSN’s
and DLN’s, addresses, DoB’s available

e FTC contended that having P2P file-
sharing on network was evidence of
lack of “reasonable measures”



FTC V. FRANKLIN TOYOTA

e Franklin entered into a consent
agreement with the FTC

e New in-house measures required

e Biennial audits by CISSP, CISA or similar
professionals

e See also FTC v. Wyndham Worldwide
Corp., 2:12-cv-01365-SPL (D. Ariz. filed
June 26, 2012) (Co. violated own policies)






TARGET

Biggest (known)
Breach in US History

110 Million Customers

Vendor had poor
security system

Multi-Billion Exposure

CEO Resigned




PRELIMINARY
CONCLUSIONS

e Cybersecurity can affect:

e Relations with vendors/contractors/
customers

e The character (and thus the cost and
value) of the company infrastructure

e [nvestors

e [.aw Firms!
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THE CLOUD
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WHAT A CONCEPT!

e Put all of
your
sensitive
data where
everyone can
get at 1t!




WHERE THERE...

®any
security
guarantees
with that

contract?







PUTTING IT ALL
TOGETHER



ANATOMY OF A HACK
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o [dentity
In-house
Counsel

on Social
Media




SIEP 3

o [dentity
Outside
Counsel
via Social

Media




STEP 4

e Find IP
ddress of
utside
aw Firm’s
loud
esources

=UTWHOIS e
o

EARN

Whois obtain domain regnstratlo& information.

nprehensive solution for recovering passwords and other critical business information

ek Security Auditor - Scan and monitor network for vulnerabilities. Over 45 net tools n one

D
D
sauditor.com .

ed in GoDaddy.com, LLC's Whols database,

the company to be reliable, is provided "as is"

e or warranties regarding its accuracy. This
ided for the sole purpose of assisting you
ation about domain name reqistration records.

hta for any other purpose is expressly forbidden without the prior written

) addy.com, LLC. By submitting an inquiry,

e terms of usage and limitations of warranty. In particular,
se this data to allow, enable, or otherwise make possible,
ollection of this data, in part or in its entirety, for any
the transmission of unsolicited advertising and

bf any kind, including spam. You further agree
a to enable high volume, automated or robotic electronic
ed to collect or compile this data for any purpose,
is data for your own personal or commercial purposes.

egistrant of the domain name is specified
field. In most cases, GoDaddy.com, LLC
t of domain names listed in this database.

ah: GoDaddy.com, LLC [http://vwww.godaddy.com)
NSAUDITOR.COM
7-Feb-04
F-Feb-15

on: 26-Sep-11



e Footprinting




STEP 5
Google

m Images Groups Directory News

Icache:wizard.imsa.edu
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« Frafaranoes

e Footprinting |GO 0 le

# robots.txt for http://www.example.com/

User-agent: *
Disallow: /cyberworld/map/ # This is an infinite virtual URL space
Disallow: /tmp/ # these will soon disappear
Disallow: /foo.html




STEP 5

* Footprinting

Google
Hacking

FOR PENETRATION TESTERS
VOLUME 2

A Completely New Volume of Coogle Macking Techniques
TN By ThE oo Lay WS Nurtairn the Veorkds Lasgest Ustabawe of Loogle Mty
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eScanning




VULNERABILITY SCANNERS

There are more than 250!

ONessus < memer
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(ymetasploit




All Messages
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ler Insert Marker Inspector

PM WindowServer: Display ©0x745db9b9: MappedDisplay Unit 1; ColorProfile { 4,

PM WindowServer: Display @x745db9b9: MappedDisplay Unit 1; ColorProfile { 4, "Ber
PM kernel: USBF: 12386.499 [exf11f118021308e00] The IOUSBFamily was not able ti
PM digest-service: digest-request: uid=0

PM digest-service: digest-request: init request

PM digest-service: digest-request: init return domain: TOPHERS-LAPTOP server: TOP
PM opendirectoryd: GSSAPI Error: Miscellaneous failure (see text (UNKNOWN_SERVER
PM kernel: USBF: 12387.323 [oxffffffB8021388e00] The IOUSBFamily is having tro
PM opendirectoryd: GSSAPI Error: Miscellaneous failure (see text (UNKNOWN_SERVER
PM kernel: USBF: 12388.156 [@xf11f118021308e00] The IOUSBFamily gave up enume
PM kernel: USBF: 12388.156 [Oxffffff8021308e00] The IOUSBFamily was not able
PM imagent: [Warning] [AIM] Could not change my statusURL to

PM System Preferences: »xx WARNING: -[NSImage compositeToPoint:operation:] is dep
PM System Preferences: s+x WARNING: -[NSImage compositeToPoint:fromRect:operatio
PM com.apple.backupd-helper: Not starting Time Machine backup after wake - failed
PM kernel:

12426.506 [exffffff8021308c0@0] The IOUSBFamily is having trouble enumerating
in. It will keep retrying. (Port 2 of Hub at @xfd100002)
PM kernel: USBF: 12429.505 [exffffffB8021388¢00] The IOUSBFamily was not able t

PM kernel:

12430.346 [exffffff8021308¢00] The IOUSBFamily is having trouble enumerating
in. It will keep retrying. (Port 2 of Hub at @xfd100000)

PM kernel: USBF: 12433.743 [0xffffffB221308¢00] The IOUSBFamily was not able t|
PM kernel: USBF: 12434.57@ [@xffffff8021388¢00] The IOUSBFamily is having trou|
PM kernel: USBF: 12435.402 [0xf11f118021308e02] The IOUSBFamily gave up enume
PM kernel: USBF: 12435.402 [oxffffff8021308e00] The IOUSBFamily was not able t
PM kernel: USBF: 12464. 75 [exffffff8021308e0d] The IOUSBFamily is having trou
PM kernel: USBF: 12464. 75 [exffffff8021308e00] The IOUSBFamily was not able t
PM kernel: USBF: 12468.331 [exffffffB021388e0d] The IOUSBFamily is having trou|
PM kernel: USBF: 12471.326 [0xffffffB021308c00] The IOUSBFamily was not able t
PM kernel: USBF: 12472.17@ [OxffffffB80213808¢00] The IOUSBFamily is having trou|
PM kernel: USBF: 12475.570 [@xf111118021308e00] The IOUSBFamily was not able t
PM kernel: USBF: 12476.395 [exffffff8021308e00] The IOUSBFamily is having trou
PM kernel: USBF: 12477.198 [0xffffffB021308e0d] The IOUSBFamily has successful

[E LU T R S S T T T T T N S U N

4000 messages from 6/26/12 2.29:14 PM t0 6/26/12 5.03:13 PM




ENUMERATION TOOLS

NBTscan
DumpSec
Legion

Nat
SMBScanner
NBTDump
NBTEnum

Netcat

All Messages

t 0

nder Insert Marker Inspector

ooy

P 4:59:47 PM WindowServer: Display ©0x745db9b9: MappedDisplay Unit 1; ColorProfile { 4, "Be
P 4:59:47 PM WindowServer: Display ©0x745db9b9: MappedDisplay Unit 1; ColorProfile { 4, “Ber
4:59:47 PM kernel: USBF: 12386.499 [exf11f118021308e00] The IOUSBFamily was not able ti
4:59:47 PM digest-service: digest-request: uid=0
4:59:47 PM digest-service: digest-request: init request
4:59:47 PM digest-service: digest-request: init return domain: TOPHERS-LAPTOP server: TOP
P 4:59:48 PM opendirectoryd: GSSAPI Error: Miscellaneous failure (see text (UNKNOWN_SERVER!
P 4:59:48 PM kernel: USBF: 12387.323 [oxffffffB8021388e00] The IOUSBFamily is having tro
P 4:59:48 PM opendirectoryd: GSSAPI Error: Miscellaneous failure (see text (UNKNOWN_SERVER
P 4:59:48 PM kernel: USBF: 12388.156 [@xf11f118021308e00] The IOUSBFamily gave up enume
4:59:48 PM kernel: USBF: 12388.156 [Oxffffff8021308e00] The IOUSBFamily was not able
4:59:57 PM imagent: [Warning] [AIM] Could not change my statusURL to
P 5:00:08 PM System Preferences: skx WARNING: -[NSImage compositeToPoint:operation:] is dep
P 5:00:08 PM System Preferences: s+x WARNING: -[NSImage compositeToPoint:fromRect:operatio
P 5:00:25 PM com.apple.backupd-helper: Not starting Time Machine backup after wake - failed
¥ 5:00:27 PM kernel:
USBF: 12426.506 [exffffff8021308c0@0] The IOUSBFamily is having trouble enumerating
plugged in. It will keep retrying. (Port 2 of Hub at @xfd190002)
5:00:30 PM kernel: USBF: 12429.505 [exffffffB8021388¢00] The IOUSBFamily was not able t
¥ 5:00:31 PM kernel:
USBF: 12430.346 [exffffff8021308¢00] The IOUSBFamily is having trouble enumerating
plugged in. It will keep retrying. (Port 2 of Hub at @xfd190002)
5:00:34 PM kernel: USBF: 12433.743 [exffffffB80213808¢00] The IOUSBFamily was not able t
5:80:35 PM kernel: USBF: 12434.570 [@xfffff1B221308¢02] The IOUSBFamily is having trou
5:00:36 PM kernel: USBF: 12435.402 [0xf11f118021308e02] The IOUSBFamily gave up enume
5:00:36 PM kernel: USBF: 12435.402 [oxffffff8021308e00] The IOUSBFamily was not able t
5:01:04 PM kernel: USBF: 12464. 75 [exffffff8021308e0d] The IOUSBFamily is having trou
5:01:04 PM kernel: USBF: 12464. 75 [exffff7f8021388e0d] The IOUSBFamily was not able t
5:01:09 PM kernel: USBF: 12468.331 [exffffffB021388e0d] The IOUSBFamily is having trou|
5:01:12 PM kernel: USBF: 12471.326 [0xffffffB021308c00] The IOUSBFamily was not able t
5:01:12 PM kernel: USBF: 12472.17@ [OxffffffB80213808¢00] The IOUSBFamily is having trou|
5:01:16 PM kernel: USBF: 12475.57@ [@xf111118021308e00] The IOUSBFamily was not able t
5:01:17 PM kernel: USBF: 12476.395 [exffffff8021308e00] The IOUSBFamily is having trou
5:01:17 PM kernel: USBF: 12477.198 [0xffffffB021308e0d] The IOUSBFamily has successful

4000 messages from 6/26/12 2.29:14 PM t0 6/26/12 5.03:13 PM



ASSEMBLE PARTS

e Need...
o [P Address

* Payload

e Exploit



o Pick
your
Tool

metasploit’



(B}~ metasploit Qv E A D

(@ Most Visited + /7 <@ | td O O ¥ @ (G)ess G)uH [ iNipper & NHC [ _pPatently-0 [ (1IPO [, Edge [E) TAR [} Urban Harvest 7 PreCYdent

':: @ ) www.metasploit.com =

@ metasplort Exploits Blog Support Documentation RAPIDF)

World's most used penetration testing software

A collaboration of the open source community and Rapid7. Our penetration testing software, Metasploit, helps verify
vulnerabilities and manage security assessments.

Get free Nexpose Vulnerability Scanner

Metasploit integrates with Nexpose to verify vulnerabilities




e Point

o Click

metasploit’

e Exploit!
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USE
I{BACKDOOR

e [nstall w ___’ ‘

BaCk Door 1 NO EXCEPTIONS |
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* Piggyback
on Counsel
Email




STEP 11

e Rinse o STARTING

v+ OVER
* Repeat {'AGAIN
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WHAT TO DO?



WHAT TO DO?

oSplit Web
Presence




WHAT TO DO?
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Copy into Clpboard RESETNEWY

More Software and Scripts




WHAT TO DO?

Firewall(s)

DMZ
VPN’s
Intrusion Detection

Honeypots

Vulnerability Scanners
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BUT
YOou CAN

Do IT!






AN EXAMPLE



DIY HONEYPOT

| € ) @ www.honeynet.org/node/1177 ¢

(@ Mostvisited ~ /7 <@ | td mm [ ¥ @ @8 GuH [ Nipper & NHC [ patently-0 |

Navigation New release of HoneyDrive; the honeypot bundle Linux distro






© Randy Glasbergen
www.glasbergen.com

GIASBERGEN

“Your smartphone is overqualified.”

APPS AND IP



LAW FIRM APPS

e [ ostof firms do it...

e Show Blog Entires

e Papers

e Marketing

e (Specialized) Legal Notes

e (lient Portals!




THE PARTIES

Framework Owner
App Creator
Content Creator

App Store Owner
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IT’S ALL ABOUT CONTROL

Permission from

Framemaker * ..
License or Assi N OTI C E
gnment

from App Creator NO ENTRY
= ; WITHOUT
e PERMISSION

Content Creator

Permission from App
Store (Google/ Apple)
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