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The Bombshell





https://www.forbes.com/sites/zakdoffman/2019/07/20/russian-intelligence-has-been-hacked-
with-social-media-and-tor-projects-exposed/
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It Gets Worse
The City of Baltimore 

Hit by a major cyberattack 
Tool used was “EternalBlue” 

EternalBlue was developed by the NSA 
Cost of EternalBlue will drop 

Law firms will be targeted by same tools
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Software is monitized by 
data gathering (aka spying)

• To keep prices low (or free), a 
provider issues the software 
with the proviso that you 
allow them to spy on you and 
sell the resulting data

• The details are often buried in 
an End User License 
Agreement (EULA) that 
nobody reads

• Many online services do this, 
but now even operating 
systems have resorted to this





https://hipaaone.com/windows-10-and-hipaa/

The short answer is that the default configuration of Windows 10 may violate 
HIPAA.  The Windows 10 Privacy Statement as part of the Microsoft License 
terms July 2015 provides very flexible language on how Personal Data is 
collected, used and shared.    Specifically this provision states:
“We will access, disclose and preserve personal data, including your content 
(such as the content of your emails, other private communications or files in 
private folders), when we have a good faith belief that doing so is necessary to 
protect our customers or enforce the terms governing the use of the services.”

http://aka.ms/privacy
https://www.microsoft.com/en-us/Useterms/Retail/Windows/10/UseTerms_Retail_Windows_10_English.htm
https://www.microsoft.com/en-us/Useterms/Retail/Windows/10/UseTerms_Retail_Windows_10_English.htm
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The Key is Privity



No client data when you 
assented to the EULA



Did your client assent to (later) 
third-party access to their data?



The third-party is relying on 
your apparent authority when 
they access the client’s data



No privity between the third-
party and your client



If there is a problem, the 
attorney gets in trouble
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Legal Analogies

• Texas Disciplinary Rule 1.05

• Data Breach/Notification 
Statutes (Tex. Bus. & Comm. 
Code)

• Trade Secrets (Tex. UTSA in 
the Civ. Prac. & Rem. Code)

• Third Party Doctrine of the 
Fourth Amendment

• HIPAA / HITEC Act / GLBA
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Things To Do
Adopt a heterogenous computing 
environment
Prepare backup systems for major 
cyberattacks
CYA - Include a clause in your 
engagement agreement about 
third-party software & data 
services
Utilize what third-party applications 
allow to enhance confidentiality of 
the client’s information
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Questions?

Ronald L. Chichester 

Ron@TexasComputerLaw.com 

713-302-1679



https://clark.center/details/kkuczynski/
Principles%20of%20Cyber%20Law%20and%20Policy

(It’s Free)


