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WHY TAKE THE TROUBLE?
➤ ALL states have breach/

notification laws for loss of 
sensitive data 

➤ Law firms are businesses and 
so come under the breach/
notification laws 

➤ In Louisiana, the breach/
notification laws are in La. 
Rev. Stat. §§ 51:3071 et seq. 

➤ In addition — for attorneys —
there is Louisiana Legal Ethics 
Rule 1.6 (Confidentiality of 
Information)



LAYING THE FOUNDATION



“Do you have cyber-insurance?

If not, this stuff can save your a**



The Problem



The Internet



bit



bit
True False



bit
Yes No



bit
1 0





bit

interpret itget it

encryptionfirewall

Who can  
interpret bits

Get Good & 
Exclude Bad



ENCRYPTION





“All 50 states have a safe harbor 
exception for encrypted data.

- Ronald Chichester 



http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx



“But that safe harbor is limited in 
some states (such as Texas and 
Louisiana).

- Ronald Chichester



“In Texas, the safe harbor does not 
apply if the encryption was past tense 
or future tense.

- Ronald Chichester



Encrypted Data

+
an (available) Key

=
No Safe Harbor



Decrypted Data

+
Hack

=
No Safe Harbor



LA. REV. STAT. § 51:3074
§3074. Protection of personal information; disclosure upon breach in the security of personal information; 

notification requirements; exemption

            A. Any person that conducts business in the state or that owns or licenses computerized data that 
includes personal information, or any agency that owns or licenses computerized data that includes personal 
information, shall implement and maintain reasonable security procedures and practices appropriate to the 
nature of the information to protect the personal information from unauthorized access, destruction, use, 
modification, or disclosure.

            B. Any person that conducts business in the state or that owns or licenses computerized data that 
includes personal information, or any agency that owns or licenses computerized data that includes personal 
information shall take all reasonable steps to destroy or arrange for the destruction of the records within its 
custody or control containing personal information that is no longer to be retained by the person or business 
by shredding, erasing, or otherwise modifying the personal information in the records to make it unreadable 
or undecipherable through any means.

            C. Any person that owns or licenses computerized data that includes personal information, or any 
agency that owns or licenses computerized data that includes personal information, shall, following 
discovery of a breach in the security of the system containing such data, notify any resident of the state 
whose personal information was, or is reasonably believed to have been, acquired by an unauthorized 
person.

            D. Any agency or person that maintains computerized data that includes personal information that the 
agency or person does not own shall notify the owner or licensee of the information if the personal 
information was, or is reasonably believed to have been, acquired by an unauthorized person through a 
breach of security of the system containing such data, following discovery by the agency or person of a 
breach of security of the system.



LOUISIANA ETHICS RULE 1.6

(a) A lawyer shall not reveal information relating to the 
representation of a client unless the client gives 
informed consent, the disclosure is impliedly authorized 
in order to carry out the representation or the disclosure 
is permitted by paragraph (b).

(b) …
(c) A lawyer shall make reasonable efforts to prevent the 

inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the 
representation of a client.



TYPES OF DATA DIFFER
…between La. Rev. Stat. § 51:3073  and Rule 1.6



In either case, encryption can save  
your firm and/or your law license…

… if you do it right



DOING IT RIGHT…
➤ Two main types of encryption: 

➤ Single-key encryption (simpler) 

➤ Dual-key (more secure but more cumbersome) 

➤ Determine client needs 

➤ Engagement letter 

➤ Software + Cost(?) + key/password management 

➤ Devise practice/policy for handling data at the firm 

➤ Encrypt when not using the data! (present tense) 

➤ Encrypt backups!! 

➤ Don’t forget about the operating system indexes!!!



WATCH IT — OPERATING SYSTEM INDEXES



https://www.markscanlon.co/papers/SpotlightMacForensics.php



http://ronaldchichester.com



THINGS TO THINK ABOUT IT

➤ Password management 

➤ for your clients 

➤ for you! 

➤ Where is your data located? 

➤ Servers 

➤ Desktops 

➤ Backups 

➤ Laptops / Thumbdrives / External Drives



TOOLS YOU CAN USE



PASSWORD MANAGERS AND WHY YOU NEED THEM
➤ Login is simplified 

➤ Secure notes 

➤ Fill-in forms 

➤ Share passwords 

➤ Generate (secure) passwords 

➤ Maintain digital assets 

➤ Use across multiple devices 

➤ 2-Factor authentication 

➤ YubiKey authentication 

➤ Example:  A common password is: ji32k7au4a83





















FIREWALLS









“Well, I had talked to some experts, and I was fully 
expecting maybe a week, maybe never, certainly 
not less than a day," McGill told NPR's Ari 
Shapiro. "But it came a lot sooner. It was 41 
minutes. [The second attempt was] within 10 or 
15 minutes [and the third was] another 10 or 15."

-An Experiment Shows How Quickly The 
Internet Of Things Can Be Hacked 

https://www.npr.org/sections/alltechconsidered/2016/11/01/500253637/an-experiment-shows-how-quickly-the-internet-of-things-can-be-hacked



Firewalls for Operating Systems



Stand-alone Firewall

Separate and distinct from PC Firewalls



In addition…



…you can have your own VPN







OPEN SOURCE SOFTWARE

https://openvpn.net/

https://www.ipfire.org/

https://www.pfsense.org/

https://www.untangle.com/get-untangle/



OPEN SOURCE SOFTWARE…

https://opnsense.org/

http://ipcop.sourceforge.net/

http://www.smoothwall.org/



+ HARDWARE

2 GB RAM + 1 USB Port or CD



RUN IT OFF A USB STICK (NO HARD DISK)…



YOU CAN EVEN HAVE CLOUD FIREWALLS

https://www.hpe.com/us/en/insights/articles/understanding-cloud-based-firewalls-1702.html



http://ronaldchichester.com





QUESTIONS?



Ronald Chichester 

ron@texascomputerlaw.com 

713-302-1679 Robert Ray 

robert@texasinheritance.com 

214-660-5700


