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| am a lawyer



But I am not yourlawyer



S0 this 1s not legal advice



S0 this 1s not legal advice

Because if it was, it would be followed by a bill



BTW., I'm also a data scientist

(Yes, some of us do both)



Where I'm Coming From...



| started out as an acrospace engineer



| started out as an acrospace engineer




started out as an aerospace engineer




started out as an aerospace engineer




started out as an aerospace engineer




Where I started in Data Science



Where | started in Data Science

- LT e . i . adne . —y _
- ] ’ ' ' ' | " 3
n fa
2 ,.— e . .
- — — ~ »
- - s - ‘
A
'

Y
m

i A
et .
#3 ‘

- L

. ——— - ‘ oy e LSy >
_ . o1 - ! A -~
T DR L : o e : =
"9 3 - JU &
114 Y < - - -
L VR T AN . S = &

M UNIVERSITY OF MICHIGAN




Where | started in Data Science
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Where | started in Data Science
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(57) ABSTRACT

An individual-centric Internet is provided with a personal
base process on a computer system. The computer system is
equipped with multiple nodes that are interconnected to
facilitate the communication between the nodes. The per-
sonal base service includes a personal base instance that is
typically in software on at least one of the nodes of the
computer system, such as a network. The personal base
instance is designed to communicate with a user by any
digital or analog device, such as a telephone, personal
computer, personal digital assistant, or the like. A personal
base server is instantiated on at least one of the nodes on the
computer system and is in operative communication with the
personal base instance. The personal base server is used to
communicate with other personal bases or other nodes on
the computer system or network in order to insulate the user
from other elements of the computer system.
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Using NLP and ML in Law

g Ashcroft v. Igbal, 556 U.S. 662, 129 S. Ct. 1937, 173 L. Ed. 2d 868, 77 U.S.L.W. 4387

(2009), Court Opinion
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pleading must contain a “short and plain statement of the daim showing that the pleader
IS [*678] entitled Lo reliel.” As the Court held in Twombly, 550 U. S. 544, the pleading
Wdlﬂolmudmm&rc@' *detailed factual allegations,” but it demands

ssou s atsss N«dmamﬂalmwﬂkewutm«smwmﬁon(srdevwof
“further factual enhancement.” Id., at 557.

70 survive a motion to dismiss, a complaint must contain sufficent factual matter,
accepted as true, to “state a claim to relief that i plausible on its face.” Id., at 570. A claim
has fack! plusitiity when the plaintiff pleads factual content that allows the court to draw
the reasonable inference that the defendant is able for the misconduct alleged. Id., at
556. The plausibility standard is not akin to 3 "probability requirement,” but it asks for
more than a sheer possibility that a defendant has acted unlawfully, Ibid Where a
complaint pleads facts that are “merely consistent with® a defendant’s liability, it *stops
short of the line between possibility and plausibility of ‘entitiement to relief,” 1d., at 557
(brackets omitted).

Two working principles underiie cur decision in Twombiy. First, the tenet that a court must
accept as true all of the allegations contained in a complaint is inapplicable to legal
conclusions, Threadbare recitals of the elements of a cause of action, supported by mere
conclusory statements, do not suffice, Id., at 555 ( Although for the purposes of a motion
to dismiss we must take all of the factual allegations in the complaint as true, we * are not
bound 10 accept as true a legal conclusion couched as a factual allegation® (internal
quotation marks omitted)), Rule 8 marks a notable and generous departure from the
hypertechnical, code-pleading regime of a prior era, but it does not unicck the doors of
discovery for [*679] a plaintiff armed with nothing more than conclusions, Second, only a
complaint that states 3 plausible daim for relief survives 3 motion to dismiss, 1d., at 556.
Determining whether a complaint states a plausible claim for relief will, as the Court of
Appeals observed, be & context-specific task that requires the reviewing court to draw on
its judicial experience and common sense. 490 F. 3d, at 157-158. But where the well-
pleaded facts do not permit the court to infer more than the mere possibility of
misconduct, the complaint has alleged — but it has not “show([n]* — “that the pleader is
entitied to relief.” Fed. Rule Civ. Proc, 8(aX2).

In keeping with these principles a court considering a motion to dismiss can choose to
begin by identifying pleadings that, because they are no more than conclusions, are not

antitlad ta tha srriumntinm af tesith IAhila las sl ranclivinne ran nrrddn tha frammanel anf
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w B Ass'n of Cleveland Firefighters v, City of

Cleveland, 502 F.3d 545, 26 IER Cases 1105
(6th Cir. 2007), Court Opinion

he Supreme Court has recently clarified the
Bw 'With respact to what 3 plantiff must plead
In order to survive 3 Rule 12(b)i6) motion, Bel
At Corp.v. Twombly, US. 127 S.Ct.
1955, 167 LEJ.2d 929 (2007). The Court
stated that “a plaintiff's obligation to
provide the grounds of s entitiement to
relief requires more thah labels and
conclusions, and a formulaic recitation of
the elements of a cause of action will not
do.” Id. at 1964-65 (vtatons and quotation
marks omgted). Additionally, the Court
emphasized that even though a complaint need
NOt CoNtain "detailed” factual alegations, its *
(Nactual Jllegations must be enough to rakse
nght to relief above the speculative level on the
assumption that oll the allegations in the
complant are true.” Id. (internal ctation and
quotation marks cmitted)
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Ownership of Data

"No, it's MY data!" <%



Ownership of Data




Ownership of Data

aka, “the Owners”



Owner’s interest
translates to

legalinterest







Because law 1s the

regulation of actions
between
people

within a jurisdiction



What those actions mean are data



What those actions mean are data

What /led to the actions are data



What those actions mean are data

What led to the actions are data

What zranspired in the actions are data



What those actions mean are data

What /ed to the actions are data
What zranspired in the actions are data

Ramufications from the actions are data






Because law 1s the

regulation of actions
between
people

within a jurisdiction



l.aw can affect data



<example>



Data are Used to Form a Contract



Data are Used to Form a Contract

* Data used to cause the customer to want something



Data are Used to Form a Contract

* Data used to determine what the customer (might) want



Data are Used to Form a Contract

+ Data used to determine what the customer would be
willing to pay



Data are Used to Form a Contract

+ Data used to determine if the customer would be
willing to be an unpaid employee for the company



Customer data 1s valuable and often
obtained for free



... to the customer’s detriment



Because the customer 1s
powerless to prevent it



Because the customer 1s
powerless to prevent it

(That's why we set it up that way)



Only government can
atfect that imbalance



GDPR



Who Promulgated GDPR?



Who Promulgated GDPR?

The EU Parliament



Russia

Future enlargements
Belarus

Il Member states

[l Candidate countries:
S RAg Croatia, Iceland, Macedonia,
Montenegro, Turkey

Potential candidate countries: t
Albania, Bosnia and Herzegovina, |
Serbia

-
Malta

https:/ / euroculturer.files.wordpress.com /2017 /03 / european_union_future_enlargements_map_enl.png

Cyprus

Morocco ‘ Algeria ! Tunisia -
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GDPR Overview

+ Covers certain types of data...



GDPR Overview

+ ... of people within the EU ...



GDPR Overview

“ ... and gives those people certain rights ...



GDPR Overview

Covers certain types of data...
... of people within the EU ...
... and gives those people certain rights ...

# ... that you have to deal with.



But I'm not in Europe!



Doesn’t Matter!



GRPR Description



GRPR Description

« Article 3 (territorial scope) of the GDRP



GRPR Description

« Key is what gets processed...



GRPR Description

* Such as data that can lead to a potential commercial
transaction; or



GRPR Description

* Data regarding behavior conducted within the EU



GRPR Description

« ... reqardless of where the data is kept or processed




GRPR Description



GRPR Description

+ Article 4 (what is covered) of the GDRP



GRPR Description

+ ‘personal data” means any information relating to an
identified or identifiable natural person (‘data subject’);
an identifiable natural person is one who can be
identified, directly or indirectly, in particular by
reference to an identifier such as a name, an
identification number, location data, an online identifier
or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or
social identity of that natural person;



MARKETING

Has Gogr%Ie Finally
Proven That Online
Ads Cause Offline

Purchases?

by Niraj Dawar

' s I ®m

https:/ /hbr.org /2017 /06 / has-google-finally-proven-that-online-ads-cause-offline-purchases



GRPR Description



GRPR Description

* Individuals have a right...



GRPR Description

+ to have access to the data



GRPR Description

* to have the data be portable (e.g., for another party)



GRPR Description

* to have restrictions put on the use of the data



GRPR Description

Individuals have a right...
to have access to the data
to have the data be portable (e.g., for another party)

to have restrictions put on the use of the data

* to be forgotten (erasure of the data)



GRPR Description
Individuals have a right...
to have access to the data
to have the data be portable (e.g., for another party)
to have restrictions put on the use of the data

to be forgotten (erasure of the data)

« Penalties (20ME€ fine or 4% of gross income)



What you need to know (GDPR)



What you need to know (GDPR)

* Know which elements of your data are affected



What you need to know (GDPR)

* Know where all of the affected elements of your data are stored



What you need to know (GDPR)

* Know that data from Al models about covered people can be affected



What you need to know (GDPR)

* Know to whom you can provide the data, and how



What you need to know (GDPR)

* Know that affected elements of your data may have restrictions



What you need to know (GDPR)

* Know that you may have to show where you got the data



What you need to know (GDPR)

Know which elements of your data are affected

Know where all of the affected elements of your data are stored
Know that data from Al models about covered people can be affected
Know to whom you can provide the data, and how

Know that affected elements of your data may have restrictions
Know that you may have to show where you got the data

* Know that affected data must be protected, regardless...



What you need to know (GDPR)

Know which elements of your data are affected

Know where all of the affected elements of your data are stored
Know that data from Al models about covered people can be affected
Know to whom you can provide the data, and how

Know that affected elements of your data may have restrictions
Know that you may have to show where you got the data

Know that affected data must be protected, regardless...

* Know that there is no “grandfather clause” to affected data



What you need to know (GDPR)

Know which elements of your data are affected

Know where all of the affected elements of your data are stored
Know that data from Al models about covered people can be affected
Know to whom you can provide the data, and how

Know that affected elements of your data may have restrictions
Know that you may have to show where you got the data

Know that affected data must be protected, regardless...

Know that there is no “grandfather clause” to affected data

* Know that you might have to delete affected data (no refunds)
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\ Providing free access to primary legal materials, developing legal

research tools, and supporting academic research on legal
corpora.

Responding to GDPR “Right to Erasure” Requests Links

Recently, we received a GDPR request from our domain registrar asking that we remove a court document from our database on Donate to ELP
CourtListener. It appears that this is a growing problem for other legal publishers too, with techdirt doing a write up of the issue
late last week: Join our Newsletter
GDPR Being Used To Try To Disappear Public US Court Docket https://t.co/PIXcmOwl4n Data Services
— techdirt (@techdirt) September 21, 2018 CourtListener
RECAP

GDPR is a major development in the regulation of the Internet. It includes protections for individuals and a variety of regulations
that apply to service providers like us. When GDPR went into effect, we were easily able to comply with its numerous privacy

regulations because we were already being extremely conservative about who we shared data with and how much data we 'ﬁ Social

collected (see our privacy policy for details). For us, adopting compatible procedures with the GDPR just meant a few tweaks —

no big deal. £ Free Law Project
Until last week that is, when we received a "Right to Erasure” request demanding that we remove a case from CourtListener. Now £ CourtListener
we have an EU regulation that's at odds with our goal of gathering and sharing important legal information. What's worse, if we

complied with this request, we would be removing precedential information from CourtListener. Our policy is to never do that 2 RECAP

wiithniit a ranirt arder fraom a rnmnetent iniriedirtinn In chnrt thic take dnwn renniect ic at nrdde with niir onale — and with the



Oh, by the way...



T'he ePrivacy Directive



T'he ePrivacy Directve



T'he ePrivacy Directve

* Also by the EU Parliament



T'he ePrivacy Directve

« ePrivacy Directive compliments the GDPR



T'he ePrivacy Directve

# The ePrivacy Directive ensures the protection of
fundamental rights and freedoms, in particular the
respect for private lite, confidentiality of
communications and the protection of personal data
in the electronic communications sector.




Don’t Lose Sight of the Big Picture
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« Data is having an effect on companies “bottom line”
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« Data is having an effect on companies “bottom line”

+ Data (and Al) have become lucrative
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« Data is having an effect on companies “bottom line”
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* Owners are very interested in lucrative

+ Al and analytics needs data — Lot’s of data

* Data can be used to throttle Al/analytics, and thus data
can be leveraged to extract a fee for the Owners
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« Data is having an effect on companies “bottom line”
* Data (and Al) have become lucrative

* Owners are very interested in lucrative

+ Al and analytics needs data — Lot’s of data

* Data can be used to throttle Al/analytics, and thus data
can be leveraged to extract a fee for the Owners

* GDPR is just symptomatic of that leveraging



Don't Lose Sight of the Big Picture

« Data is having an effect on companies “bottom line”
+ Data (and Al) have become lucrative

* Owners are very interested in lucrative

+ Al and analytics needs data — Lot’s of data

* Data can be used to throttle Al/analytics, and thus data
can be leveraged to extract a fee for the Owners

* GDPR is just symptomatic of that leveraging

* More squabbles over data are forthcoming, because...



GDPR-like Provisions Will Become
De-rigor (and Ubiquitous)



Things to Gonsider



Things to Gonsider

* Typical legal mechanisms affecting data:



Things to Gonsider

+ Contracts — monitization and ownership of data



Things to Gonsider

+ Mergers & Acquisitions (antitrust and other liabilities)



Things to Gonsider

“ Intellectual Property Laws (civil and criminal penalties)



Things to Consider

* Regulatory statutes/rules/ordinances (like GDPR)



Things to Consider

Typical legal mechanisms affecting data:
Contracts — monitization and ownership of data
Mergers & Acquisitions (antitrust and other liabilities)

* Intellectual Property Laws (civil and criminal penalties)
Regulatory statutes/rules/ordinances (like GDPR)

* Law will be used to requlate who gets what data and how



Things to Consider

Typical legal mechanisms affecting data:
Contracts — monitization and ownership of data
Mergers & Acquisitions (antitrust and other liabilities)
« Intellectual Property Laws (civil and criminal penalties)
+ Regulatory statutes/rules/ordinances (like GDPR)

Law will be used to regulate who gets what data and how

* Law will be used to generate artificial scarcity of data



Forthcoming Data Squabbles Wi/l
Affect on Your Job




Forthcoming Data Squabbles Wi/l
Affect on Your Job

(Again, GDPR is simply symptomatic)



Remember...









But...

Won'tall this impede
Al development?



Sure!



Won't that hurt society?






Don’t the Owners care?






A Movie About the Owners

https:/ /en.wikipedia.org /wiki/ The_Corporation_(2003_film)
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Lots of examples from the past...

' PhotoAnne Schrader,"" ,
www.dreamdestination.com
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(Juestions?



Ronald Chichester
713.302.1679
Ron@RonaldChichester.com

(Juestions?



