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| ast Year...

= |dentity Theft
» Phishing Scams
= Botnets

= Designer Botnets (coming)
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1his Year...

= Designer Botnets (arrived)
= Cloud Computing

= PDF Exploits

= Flash Exploits

= Social Network Exploits
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Cloud Computing
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Lenticular Cloud

Cloud Computing A

= Security

= Who owns the data?
= Bailment

= Proprietary Format

= |P (pre and post)
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PDF Exploits
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Javascript is the

: underlying mechanism
X O I S for the exploits
Open POF

Execute Javascript
Exploit PDF
Payload

= Javascript
» Incremental Updates

x Worms/Viruses
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__ Internet
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PDE EXploitation Process




" Helpful tools:
pdf-parser.py
XDIOIS
Script-Fu

pdftk
Hex-editor
Spider Monkey

x Free Tools
x Linux/ OS X

x Trust PDF’s ???
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Flash Exploits

= Very Capable SDK
= Video & Microphone

x Flash Cookies
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Socilal Networking Exploits

= Clickjacking

= Much More...
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Fake input controls positioned
under the hijacked web controls

User provides username and password.
All these clicks are hijacked by the invisible frame.

Clickjacking
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Socilal Networking Exploits

= Account Hijacking
= Numerati / Privacy
x SPAM / Malware

= Cyberbulling

x Social Engineering

x Crimes
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WWW.IXcomputerlaw.com




