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"I can resist everything except temptation."
-- Oscar Wilde
Oh, its so tempting. So much stuff on-line. So easy to copy. Heck, the Internet is just built for
copying information, right? Who would know? Who would care? Everyone does it.
Unfortunately, some people do care. Sometimes they care a great deal. In some cases, they care
so much, they will sue you even though they might well lose, or even if they lose money. Some
people and companies really get upset when they think their content has been "appropriated"
without permission.
There are many companies that want to sell you information. Those companies want to create
scarcity of information in order to charge a premium for it. However, to reduce costs, they want
to distribute that information via the Internet; and the Internet is all about sharing information.
The Internet can turn something scarce into something abundant. Hence, there is a fundamental
dilemma for distributors of information via the Internet.
Over the years, content owners have availed themselves to certain laws that support or perpetuate
their business model in the Internet age. Those laws include copyright (and it cousin the Digital
Millennium Copyright Act or "DMCA"), the Computer Fraud and Abuse Act, and patents.
While this article will not be a review of intellectual property rights, it will discuss those four
laws and how they pertain to on-line materials that law firms and companies may wish to access.
Incidentally, the author sides with many intellectual property attorneys who dislike using the
term "pirating" for the unauthorized copying of on-line materials. Pirating is a pejorative term,
but it is also ill-suited to describe the activity involved. When something is "pirated" in the
traditional sense, it is lost to the original owner. However, in the case of on-line materials, the
original copy remains intact (and in possession of the original owner). The loss (if there is one)
typically stems from a lost sale or license, or a lack of attribution to the author of the work.
Those latter losses are fundamentally different from the traditional notion of piracy on the high
seas. Unfortunately, the music and movie industries appropriated (pirated?) the term and
cleverly used it as a cultural weapon to bolster their business model. They were not seeking
clarity. Rather, as with all propaganda, they were seeking an effect.2
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1.

Copyright

Article 1, § 8 of the United States Constitution allows Congress to enact laws related to
copyright and patent.3 Congress has done so by enacting the Copyright Act.4 Section 106 of the
Copyright Act confers to the owners of the work certain basic rights pertaining to the distribution
of copyrighted works. Among other things, the owner of the copyrighted work can exclude
others from: reproducing copies of the copyrighted work;5 preparing derivative works based
upon the copyrighted work;6 distributing copies of the copyrighted work to the public by sale or
other transfer of ownership, or by rental, lease, or lending;7 performing the copyrighted work
publicly; 8 and displaying the copyrighted work publicly. 9 Moreover, in the United States,
copyright protection is conferred automatically upon completion of the work -- without the
requirement for the author of the work to take any action to register the work with a copyright
authority.10 Indeed, the way that the law is written, it makes it quite difficult for the author to
disclaim the copyright to a work. The threshold for copyrightability is relatively low. Virtually
any unique expression of an idea by an author that is fixed in a tangible medium (such as bits in a
computer file) constitutes a copyrightable work.
Because of the changes in the Copyright Act over the years, the exact term of copyright for any
given work can be a little tricky to calculate.11 However, the term of the copyright for copyright
is routinely extended by Congress, and covers most works created after 1923. Consequently,
you should assume that just about any on-line legal materials are copyrighted.
Once you find the materials that you want to make use of, either for a brief, an agreement, or
whatnot, it is up to you to determine whether or not you have permission from the copyright
owner to make use of the materials that you found on-line. In some cases, you can get the
permission of the owner, typically for a fee and typically with strings attached (such as limited
use or distribution). There are some exceptions, however. For example, the U.S. Copyright Act
allows for the "fair use" of a work (or portion thereof) without the owner's permission under
certain circumstances.12
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The reason for all the concern about copyright is that the penalties for infringement are draconian.
Copyright infringement is defined as any act that violates the owner's exclusive rights under
Section 106 (among other things).13 An example of infringement is simply downloading an
article from a website without permission, or forwarding an article that you did pay for to a coworker who did not. It is also a violation of the Copyright Act to download (import) a copy of a
copyrighted work from a foreign country. 14 Under the Copyright Act, remedies include
injunctions,15 impounding of infringing devices,16 damages and lost profits,17 costs and attorneys
fees,18 and if that weren't enough, there is even provision for criminal sanctions.19 Statutory
penalties range from $200 to $150,000 per copy.20
Computers and the Internet make infringement of copyrights almost effortless. The remedies for
infringement are downright terrifying. That is why copyright entanglements are worrisome for
business owners.
2.

The Digital Millennium Copyright Act

With the advent of widespread Internet usage, copyright owners needed some way to "protect"
(i.e., prevent copying of) their works technologically. Initially, they put their works into
encrypted ("locked") containers that could be accessed with owner-approved software,
commonly known as "digital rights management" or "DRM" for short. As with all things digital,
the encrypted containers were examined and the locks were subsequently broken. Websites
appeared that described how the locks were picked and in some cases the lock-picking code was
provided. Instead of changing their business model to accommodate the new technology, a vocal
(and rich) subset of copyright owners lobbied for passage of the Digital Millennium Copyright
Act ("DMCA"). For the purposes of this article, it is Section 2 21 of the DMCA that is
particularly relevant. Section 2 of the DMCA amended the Copyright Act to criminalize the
criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or
research, is not an infringement of copyright. In determining whether the use made of a work in any particular
case is a fair use the factors to be considered shall include—
(1) the purpose and character of the use, including whether such use is of a commercial nature or is for nonprofit
educational purposes;
(2) the nature of the copyrighted work;
(3) the amount and substantiality of the portion used in relation to the copyrighted work as a whole; and
(4) the effect of the use upon the potential market for or value of the copyrighted work.
The fact that a work is unpublished shall not itself bar a finding of fair use if such finding is made upon
consideration of all the above factors.
13 See, 17 U.S.C. § 501. Section 501 sets out that infringement can constitute a violation of any right enumerated
in Sections 106-122. 17 U.S.C. § 501(a).
14 17 U.S.C. § 501(a).
15 17 U.S.C. § 502.
16 17 U.S.C. § 503.
17 17 U.S.C. § 504.
18 17 U.S.C. § 505.
19 17 U.S.C. § 506.
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21 17 U.S.C. § 1201.

software (or the description of software) that could circumvent DRM. In other words, because
their keys were ineffective, they criminalized the act of picking the lock. Since its passage in
1998, the DMCA has had a spotty history. Broadly written, it has been abused by some, vilified
by many, and is now considered largely obsolete. Use of DRM by copyright owners has been
reduced dramatically, mainly because it was found to be onerous and troublesome for legitimate
users, but was not an impediment for non-legitimate users. In the end, DMCA and DRM failed
to stem the tide of lock pickers, but that learning process caused many needless casualties.
Even though DRM has fallen into disfavor, it is still used by some content owners. Websites and
other on-line materials can be protected with DRM. There is no scienter requirement for
violation of the anti-circumvention provisions of the DMCA, and the criminal penalties for
circumvention are on top of the already-draconian penalties for copyright infringement. Worse,
the penalties for circumvention apply even if the protected content is in the public domain or is
use would have been deemed fair. For these reasons, it is incumbent upon law firms and
companies to refrain from using DRM-defeating software, and they should warn their employees,
partners and associates about the potential for violation and penalties.
3.

The Computer Fraud and Abuse Act

Websites often have Terms of Use that govern (purportedly contractually) what can and cannot
be done on the website.22 The terms of on-line websites are enforceable.23 The Computer Fraud
and Abuse Act ("CFAA") was signed into law in 1986.24 While the CFAA primarily addresses
hacking, Congress has provided civil remedies along with criminal sanctions. Because the
CFAA is broadly written, and because website owners get to decide what it means to "exceed
authorized access", website owners have used the CFAA to sue users who violate the website's
Terms of Service.25 What this means is that if you sign up for an on-line service, there may be
stipulations in the Terms of Use with that website that may govern how you retrieve information
on that website. In many cases, automated methods of retrieving the information on the website
may be prohibited, even though manual methods to do the same thing are permitted. Similarly,
if you borrow someone's access credentials (username and password) to gain access to a website,
that may be a violation of the CFAA because you were not authorized to access the site at all.
4.

Patents

22 Terms of Use are distinguished from Terms of Service, which are typically promulgated by Internet Service
Providers ("ISP's"). Terms of Service concern what users can and cannot do when they access the Internet.
Whereas Terms of Use are specific to the websites accessed via the Internet.
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Patents may seem to be an odd topic for this paper, but its not. Many on-line services utilize
technology (e.g., document assembly) that can, in certain jurisdictions, constitute patentable
subject matter. Patents are territorial, in that they are enforceable only within the jurisdiction in
which they were issued. Before 1988, it was possible for a foreign company to use a U.S.patented process to make something and then import that product into the United States without
incurring any liability for using the U.S.-patented process. However, Congress added Section
281(g) to close that loophole by making the importation of a product made by a patented process
an act of patent infringement.26 It is possible for a service in a foreign jurisdiction to be running
a software process that is legal to use in that foreign jurisdiction but may require a license for
you to import a product (such as an electronic document) for use within the United States.
Unfortunately, the service provider in that jurisdiction may not inform you that it is an
infringement of a patent to use their service in the U.S. (or they may be blissfully unaware).
While detection of the infringement is notoriously hard for the patent owner, it is not impossible.
Hence, there is some risk in using an offshore software service.
5.

Conclusions

While the Internet may make finding and copying information easy, we still live in a permissionbased legal system. It is up to the user to determine whether permission to access, copy, modify,
or use content is legal (or not) and to secure the necessary permissions. Failure to obtain
permission can lead to stiff penalties and unwanted attention.
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